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Glossary

Signature: A signature is a stylized script associated with a person. It is comparable to a seal.
In commerce and the law, a signature on a document is an indication that the person adopts
the intentions recorded in the document.

Electronic Signature: An electronic signature is any legally recognized electronic means that
indicates that a person adopts the contents of an electronic message.

Digital Signature: A digital signature is a secured form of electronic signature. Digital
signatures are password protected and/or encrypted.


http://en.wikipedia.org/wiki/Seal_(device)

Electronic signatures in ECM

1) Check out the document.
2) Insert your signature in the native program (Word, Excel, Adobe).
3) Save the document to your computer or network drive (remember where you save it).
4) Check the document back in.
a) Select the browse button.
b) Find and select the file you saved.
c) Select the Check-In button.

Create an electronic version of your signature

1) Sign a blank piece of paper and scan it.

a) Go to Start, All Programs, Microsoft Office, Microsoft Office Tools, Microsoft
Office Document Scanning to open the scanning program provided by Microsoft.
The default file type for this program is .tif OR

b) Go to Start, All Programs, Accessories, Paint and select File, From scanner or
camera, then choose your scanner. You can save as bitmap (bmp) or tif. Skip to
step 3.

2) Open the .tif file in MS Paint or copy your signature into MS Paint

3) Move the signature into the upper left corner of the screen (Ctrl-A will select the entire
document, and then you can drag the image to where you want it.)

4) Crop the image so only the signature appears [Select Image, then Attributes (or press
Ctrl-E) to bring up the attributes box. Play with the width and height settings to narrow
and shorten area of the image. Select Edit, then Undo (or Ctrl-Z) reverses the last
change.]

5) The image usually appears larger than your actual signature. To condense the image,
select Image, then Stretch/Skew (Ctrl-W) and enter percentages to shrink the image.
Enter the same number for both horizontal and vertical stretch (<100 will shrink instead
of stretch). This may take multiple tries to achieve the correct sizing. Ctrl-Z will reverse
the last change.

6) Save the file with the changes (.tif, .jpg, or .omp format)



Use your electronic signature in WORD

Add AutoText icon to Quick Access Menu:
=

o

Click the Microsoft Office Button = , and then click Word Options. Click Customize. Click Commands Not in
the Ribbon in the Choose commands from list, click AutoText, and then click Add.

Create AutoText Entry for your Signature:

1) Insert signature file into word document.
a) On the Insert tab, in the illustrations section, select Picture.
b) Find the file with your signature and select it.
c) Select Insert.
2) Select the inserted signature.
3) Select the AutoText icon on the Quick Access Toolbar.
4) Choose “Save Selection to AutoText Gallery” at the bottom of the drop down list.
5) Enter a name for the AutoText entry (like signature) and select OK.

Use your AutoText entry:

1) Click where you want to insert your signature
2) Select the AutoText icon on the Quick Access Toolbar.
3) Find your signature in the drop down list and select it.

Use your electronic signature in EXCEL

Add Insert Picture icon to Quick Access Menu:
Click the Microsoft Office Button , and then click Excel Options. Click Customize. Click Commands Not in

the Ribbon in the Choose commands from list, click Insert Picture from File, and then click Add.

Unfortunately, that’s all | have for Excel. Use the icon on the QuickAccess toolbar as a
shortcut to insert the file.

Use your electronic signature in PDF

Set up your digital signature
1) Open Adobe 8.0 and click on Edit/Preferences.



Adobe Acrobat Professional

File | Edit View Document Comments Forms

Undo Cirl+2
Redo Shift+Cirl+2

&

Cut Cirl+%
Copy Ctrl+C
2 Paste Cirl+v

Delete

Copy File to Clipboard

Select All Ctrl+a
Deselect All Shift+Ctrl+a

Check Speling

Look Up Selected Word...

Find Ctrl+F
Search Shift+Ctrl+F
Search Results

Preferences...

2) Click on Identity and fill in the items on the form which will identify you.

x
Categories: Identity
Commenting = Login Name: [GLBarnett
Documents
Ful Screen Mame: [Gavle L. Pounce-Bamett
General
Page Display Titl: [Fcanomist
o Organization Name:  [GIPS]
Accesshiity
Satzh Pracessing Organizational Unit: [VIRO Business Practices Unit
Catalog
Color Management Emal Address: [gayle.|. bamett @usda.gov

Convert From FOF
Convert To PDF
Forms

Identity
International
Internet
JavaSuipt
Measuring (20)
Measuring (30)
Mesting
Multmedia
Multmedia Trust
Mew Document
Oniine Services
Reading
Reviening

s _'I_I

Your identity information is used with comments, reviews, and digital signatures. Information entered here
is secure and not transmitted beyond this applcation without your knonledge

3) While still in Preferences click on Security/New (to edit existing file, select the file name
and select Edit.)



ﬂ

Categories: r Digital Signatures
D - ¥ Verify signatures when the document is opened
Accessibility ™ view documents in preview document mode when signing
Batch Processing
Catalog Appearance

Color Management GLPE S e
Convert From PDF =

Convert To PDF —
Forms £

Identity .
International Duplicate
Internet

JavaScript Delete
Measuring (20)

Measuring (30)
Meeting Advanced Preferences...

Multimedia

Multimedia Trust
Mew Document
Orline Services
Reading

Reviewing

Search

Seaurity

Security {Enhanced)
Spelling b
TouchUp

Trust Manager =

Limjts & Grides
A I 3

4) Name the file such as “Robin Rother” then click on the Import Graphic and find the file
containing your signature. Click OK to save it.

Configure Signature Appearance il

Tite: [SLPB Sig

[~Preview

Digitally signed by your common

name here

Jﬁ Q-M M DM: your distinguished name here
FReason: your signing reason hers
Date: 2009.12.02 12:29:04 -0&'00°

—Configure Graphic

Show: " No graphic Import Graphic fram:
+ Imported graphic File... |
" Name
—Configure Text

Shaw: W Name r L [¥ Distinguished name ¥ Logo
v Date ¥ Reason [V Labels

 Text Properties

TextDirection: * Aute ¢ Lefttoright ¢ Right toleft

Digits: |0123-156789 'I

|

5) Click OK to get out of Preferences.

NOTE: If you login using your LincPass card, a digital signature file titled CARD
AUTHENTICATION KEY will be automatically created. You can skip steps 6-11.

6) On the menu bar, select Advanced and then Security Settings.



7)

Adobe Acrobat Professional
File Edit View Document Comments Forms Tools | Advanced Window Help

3&3519 FDF ,@ Combine Fies - @Expuﬂ A 50 & Certfy 4
ﬁSEgunty 3

=l T : .

g =l i @[ Security Settngs...

Manage Trusted Identities...
Enable Usage Rights in Adobe Reader. ..

Print Production
Redaction

Document Processing
Web Capture
Accessibility

PDF Optimizer...
o4 Prefiight. . Shift+Ctrl+X

Compare Documents. ..

Select Digital ID’s and then Add ID’s

gl s L‘ 820 juw Optioas = ‘?mmuaom o Eupan enpmn " PR
Diectory Servers
tiare
Tive $1amo Servers
Aciobe LveCyde Polcy Ser] | LS. Government ET
GATLE POLNDS B4 E
GAYLE POLMDS BAR v B
GAYLE POLMDS BAANETT a4 wingowns Cerdzate Stove »
4] | 3
==
GLBarnett
Issued by: GLEamen
I Valid from: 2009/10/09 102632 06500
Valid to: 21090915 10:26:32 0600
Intended usage: MNot specified
|

8) Click on Create a Self Signed Digital 1D and click on Next.

x|

Add or create  digital ID to sign and encrypt documents, The certificate that comes with your
digital 1D is sent to others so that they can verify your signature,

" Browse for an existing digital D file

" Configure a roaming ID for use on this computer

* Create a seif-signed digital ID for use with Acrobat!

" Look for newly inserted hardware tokens




9) Click on New PKCS #12 and click on Next.

Add Digital ID

o

10) Verify identification information and click on Next.

Add Digital ID

S
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Digital Signatures and Data Encryption




Use your digital signature
1) Open the document you want to sign and click on Advanced/Sign & Certify/Place

Signature.
g8 Electronic Signatures.pdf - Adobe Acrobat Professional
File Edit View Document Comments Forms Tools | Advanced Window Help
ﬁ Create PDF ~ E@ Combine Files = @ Exporl f Sign & Certify f Place Signature...
N | lﬁ Security 4 Sign Document B
— | 3 f3 ) )
i Dﬁ Ij - & ¥ | Sgcurity Settings. .. & Certify with Visible Signature J
! Manage Trusted [dentities. .. Certify without Visible Signature
Roth.e'l Enable Usage Rights in Adobe Reader...
Preview Document
. Print Production 4
Cth ( validate All Signatures
Redaction 4
Clear all Signature Fields
3) Get ol Document Processing L4
Web Capture 3 View Signed Version
W 1['1]_ + Accessibiity » Compare Signed Version to Current Version [
on Ney EFoptmzer.. t. Save the file and give it a p4
7 Prefiight... Shift+Ctrl+X
Compare Documents...

2) Select OK if the popup telling you to place your signature appears.

i IJsing vour mouse, dick and drag to draw the area where you would like the
\l') signature to appear. Once you finish dragging out the desired area, you wil be
taken to the next step of the signing process.

- Do not show this message againi

3) Use your mouse to mark where you want your signature to appear.

4) A popup menu will appear.

a) Select which digital ID to you (if you have more than one) from the Digital ID list
[top on menu].

b) Select the signature file containing your electronic signature from the Appearance
list [bottom menu].

c) Enter your password. This step will come later if using the Card Authentication
Key.

d) Select Sign.



Sign Document 5[

nfaiie Wil [Gayle L. Pounds-Barnett <gayle.|. barmnetti@us

Digital Identification

Sign transaction, Encrypt document

Gayle L Pounds-Barnatt <gayle] barnatt@usda govs
2014/12/02 1508:10 -06'00°
Gayle L. Pounds-Barnett

Passward: I

Appearance: IGLF‘B Sig j g

Digitally signed by Gayle L.

Pounds-Barmett

OM: en=Gayle L. Pounds-Barnet:,
ﬁ Q,M M o=GIPSA, cu=MRO Business

Practices Unit. email=gayle.|.

barnstti@usda gov,. c=US
Date: 2008.12.02 15:23:55 -D&'00"

Refresh IDs | Sign I Cancel |

5) You will be asked for a name and location to save the file. You may save over the
current file by choosing the same name.

6) If using Card Authentication Key, another popup box will appear. Enter your LincPass
PIN and select OK.

ActivClient Login [ 2=
Actividentity

ActivClient

Flease enter your PIM,

PIN

2K I Cancel
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